ID.me

Step-by-Step Guide:
Verifying Your Identity
on a Short Video Call

IAL2/AAL2

Our Video Call pathway enables you to verify your

identity by capturing identification documents, and

joining an ID.me Video Chat Agent on a brief video call. ) ~
You'll need:

v A smartphone with a camera

v Photo ID (U.S. driver's license or state ID,

U.S. passport, or U.S. passport card)

v/ Social Security number

The organization you're verifying for requires verification
at the IAL2/AAL2* level. You only need to verify your
identity once—then you can use your ID.me login
anywhere ID.me is accepted.

This document outlines the steps for verifying your -AJ
identity at IAL2/AAL2 on a short video call

If you already verified your identity at IAL2/AAL2, you can verify your identity by simply signing
in with your ID.me log in and consenting to share your information.

*Identity Assurance Level 2 (1AL2))/Authenticator Assurance Level 2 (AAL2) is a classification set by the Department of Commerce’s
National Institute of Standards and Technology (NIST), a U.S. government agency responsible for developing standards in technology
and security.
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The Steps

o Get started ‘ G

Go to your organization’s website
and select the ID.me button. Username

Password

Sign in with ID.me

e Sign in or create an account

Sign in to your existing
ID.me account.

Signin to ID.me

New to ID.me?

Create an ID.me account

If you don’t have an ID.me

account, select Create an  ereryour omotcos
Account and follow the prompts

to add your email address,

create a password, and add Ry s oy oo
multi-factor authentication to “

protect your account. Forgot password

e Choose how to Vel‘ify VERIFYING IS FAST AND EASY

Choose how to verify your identity from
the options below:

Select Video Call, and then
select Continue.

O Self-Service
Takes 5-10 minutes

Upload a driver's license or state ID, passport,
or passport card and capture a selfie

@ Video Call
Expected wait time is 17 minutes

Upload a driver's license or state ID, passport,
or passport card and join a quick video call

Continue
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O Allow ID'me to COIIeCt CONSENT FOR ID.ME TO COLLECT
° ° ° PERSONAL INFORMATION <
your information to verify , '
In the event of any discrepnacy
H 4 between a non-English version of this |
your Identlty document and the English version 1
of this document, the English version 1
shall prevail in all respects. ]
Your information is only collected Netioo and Consent !
. . . This Notice and Consent for the collection /I
to verify your identity and help ot apeiivePersond! Hormeton -Conuent) ’
describes how ID.me collects and processes )

certain categories of Personal Information
in connection with (“Services"). By providing
your consent you acknowled:
that you have be provided wi
to be bound by the ID.me Ter,
and the ID.me Privacy Policy.

prevent fraud. We always ask
for consent to collect your
Biometric Information.

D lacknowledge that
and agreed to these terms

e Take photos of your identity

document

VERIFY YOUR IDENTITY
Follow the prompts to upload O & 660G~
your US driver’s license Take photos of your identity

document
or state photo ID, or select

Change document to upload -
Driver's License or State Change
a passport or passport card. ID document

Identity Document

Submitting a high-quality image of your
document increases your likelihood of being
verified the first time.

e Upload photos of your
driver’s license or state ID VERIFY YOUR IDENTITY

Upload photo of your driver’s

Select Take photo, then take

a photo of the front and back license or state ID
of your document. Gocument, TanGlck Cominie b peocesd,
select afile to upload*
-:@:- Remember: You'll need to have e
= the original version of each of your

documents. You cannot use copies.
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Document photo tips

Follow our tips to make sure
you take a high-quality photo
of your document.

Do take your photo Do place Do match
:[ straight on, and not at N your document on the orientation
an angle VAR adark surface ~ of the document

Don’t crop .
Don’t take or submit

the corners or edges
of your document

¥

Submit your photos

After you upload the photos,
ensure the images are clear
and all information is visible,
then select Continue to submit
your photos for review.

Enter your phone number

Enter your personal phone number
to capture photos of your identity
documents using your phone.

help.id.me

Don't °
cover information ~

B 1D:123456789-005

Take a different photo (back)

Please check the follawing to make sure your
decument can be processed:

* The image & dear and not blurry
{inciuding your phota andfar barcode)

+ All nfarmation = vishbe (22, expiraban
date)

* The document is not captured 2t an
angle

Continue

alink to take photos of your identity document.
Identity Document

Driver's licenseor  Change document
state ID

Mobile Phone Number*

Your smartphone must have a camera
and a web browser.

By entering your phone number, you agree to

receive notifications through text message or

voice calls during sign-in attempts in order to
protect your account.

Continue
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@ Enter SSN VERIFY YOUR IDENTITY

—0—C—0@—0

Enter your Social Security
number

Enter your Social Security number.

:@: Why does ID.me ask for my SSN?

Social Security Number (########4#) *

The Social Security number is used as a unique
identifier to confirm identity. This will not affect
your credit score.

m Confirm information

Review your information to ensure
|t |S GCCUrGte, Is Your Information

Displayed Correctly?

If everything is correct, select Yes. e

First Name

If something is inaccurate, select No ———
and update your information. Your pstocisitn __ 08/07/1995
information will be reviewed before you e —
can proceed. oy e

Zip Code

Phone Number

:( I )’. You may be asked to allow ID.me to review
= your credit profile. This “soft” check will not ]
Mobile Phone (123)456-7890

affect your credit score. Select the checkbox
for the Fair Credit Reporting Act to continue.

@ Confirm your phone number !

CONFIRMING YOUR PHONE

-—— -

Select the link in the text message
you receive from ID.me. B

your phone number has been confirmed

Please click the ink sent to +1 123-456-7890

-

Didn't receive the text message? Send link again

help.id.me Copyright © 2024 ID.me, Inc.



https://help.id.me/hc/en-us/articles/202211610-Why-does-ID-me-ask-for-my-Social-Security-number

@ Join a video call

After you've confirmed your phone
number, you'll join a video call.

The Video Chat Agent will compare
you to the document you uploaded.

Signin and share
your information

To complete the process, go back
to the organization’s application
and sign in using your ID.me
account. Then, consent to

share your information with the
organization. You'll also receive

a follow-up email from ID.me with
instructions on how to complete
the process.

help.id.me

IT’S TIME TO JOIN THE VIDEO CALL

You are required to show the following
documents on the video call:

Us. State Drivers License
US. Social Security Card

Please remain on the video call until an ID.me
Trusted Referee joins.

Join Video Call

AUTHORIZE ACME, INC.
v

We've verified your identity!

Before we send you back to Acme, Inc., we need
your permission to share your verified
identity information.

Please note that only information obtained from
the verification process will be shared.

ACME, Inc. will recieve:
@ sirth Date © LastName @© city

@ Email @ FullsSN @ state

Deny

Have trouble verifying?

If you have trouble verifying your identity
on a short video call, you may need

to complete your verification by uploading
additional documents and joining an
extended video call.

For answers to common verification questions,
visit our Help Center.

For help from an ID.me agent,

contact ID.me Member Support.

Copyright © 2024 ID.me, Inc.



https://help.id.me/hc/en-us
https://help.id.me/hc/en-us/articles/4408237759255-How-do-I-contact-ID-me-Support



