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Texas A&M University: University Center

Overall Conclusion

Internal controls over University Center and
Special Events’ (UCEN) operations at Texas A&M
University are operating as intended.
Opportunities for improvement were noted in
financial reporting, operating reserve calculation,
physical access to facilities, Event Management
System (EMS) access, and employee safety
training documentation.

Audit Areas

Contract administration

Employee safety training

Event Management System (EMS)
Event risk management

Financial reporting

Physical access to facilities

Rate setting
Revenues/receivables/billing

Management concurred with the audit recommendations and indicated that

implementation will occur by the end of December 2018.

Detailed Results

1. Financial Reporting

Financial statements and reports do not include a comprehensive assessment
of the department’s financial position. Departmental Accounting Services (DAS) in
the university’s Division of Finance prepares UCEN’s monthly financial statements
comprised of a balance sheet demonstrating the financial position, a comprehensive
income statement demonstrating financial performance, and individual income
statements by account. The balance sheet is not prepared using an accrual basis of
accounting and does not include all assets and liabilities. For example, the recorded
amounts for accounts receivable and accounts payable in the Financial Accounting
Management Information System (FAMIS) were not included on the balance sheets

reviewed.

UCEN management reviews individual accounts in FAMIS regularly to ascertain
financial position and had not discussed improving the monthly statements with
DAS. Comprehensive financial reports are needed to ensure management has
adequate information to make department financial decisions, and to support
departmental rate setting and other internal control activities.

System Regulation 21.01.01, Financial Accounting and Reporting, encourages
members to maintain proprietary basis reports of expenses and revenues and a
comprehensive balance sheet for the results of auxiliary enterprise operations for
management to utilize in making decisions regarding auxiliary activities. The
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Texas A&M University: University Center

National Association of College and University Officer’s College and University

Business Administration (NACUBO) further states that accounting records are

essential to ascertain the degree of self-support of an auxiliary enterprise and to
provide the basis for control. Financial reports should be based on the accrual
method of accounting, designed to disclose the sources and uses of funds, and
summarize financial and other management data in a meaningful way.

Recommendation

Further develop financial reports/statements to provide a comprehensive
assessment of the department’s financial condition and performance including all
UCEN FAMIS accounts. Prepare financial statements using the accrual basis of
accounting and include all assets (accounts receivable, property and equipment,
accumulated depreciation, etc.) and short- and long-term liabilities (accounts
payable, debt service, etc.). Review financial information for accuracy and
completeness at the appropriate level of management.

Management's Response

UCEN will work with Departmental Accounting Services to modify current
financial statements to use accrual basis accounting. All assets will be included as
well as short- and long-term liabilities. The reports will be reviewed by the
Director and Associate Director for Administration each month. Target date of
completion is December 31, 2018.

2. Operating Reserve Calculation

The calculation of the operating reserve is not formally documented to
demonstrate compliance with the university rule. UCEN does not utilize a
proforma or other template to calculate the university required three-month
operating reserve. Management reviews UCEN FAMIS accounts and expense
subcodes annually to calculate the operating reserve, but was not aware of the need
to document the calculation. Documentation of the calculation and comparison to the
actual reserve balances reduces the risk of inadequate or excessive reserve funds.

University Rule 23.02.02.M1, Reserve Requirements, requires auxiliary departments
to maintain a three-month operating reserve on an ongoing basis throughout the
fiscal year.
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Recommendation

Develop a template to consistently calculate and document compliance with the
university-required operating reserve. Periodically review and update the operating
reserve calculation and compare to actual reserve balances throughout the fiscal
year.

Management’s Response

UCEN business staff will develop a proforma to accurately and consistently
calculate the university required operating reserve. The proforma will be run
quarterly and checked against actual reserves. Target date of completion is
December 31, 2018.

3. Physical Access to Facilities

Management’s listings of physical key custodians for UCEN facilities are
inaccurate. Forty-two of 133 (32%) individuals listed as key custodians are not
current university employees. The buildings proctored by UCEN are occupied by
many different departments. Supervisors or other departmental personnel are not
notifying UCEN to update the key custodian when an employee leaves.

University Procedure 41.99.99.M0.01, Building Proctor Position, requires the building
proctor to coordinate security and access. Inadequate controls over building keys
increase the risk of theft and property damage and limits individual responsibility for
safeguarding university assets.

Recommendation

Develop and implement written procedures for timely update of physical key logs
in the event of employee termination and change of custody. Implement a
mechanism to ensure key custodian contact information (department name,
position title, and custodian UIN) is tracked. Perform periodic reviews of physical
keys to ensure custodian information is current and accurate.

Management’s Response

Written procedures will be developed and shared with UCEN staff instructing
them on key policy and processing. All key transactions will be overseen and
logged by the facilities coordinator. The facilities coordinator will conduct
quarterly reviews of physical keys to ensure logged information is accurate.
Target date of completion is December 31, 2018.
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4. Event Management System (EMS) Access

EMS accounts are not deactivated timely for terminated employees. Thirteen of
109 (12%) EMS user accounts reviewed belonged to individuals that are not current
UCEN employees. EMS user accounts are not reviewed periodically to confirm user
status. Termination dates occurred on average nearly 4 to 6 months prior to testing,
increasing the risk for misuse of resources and inappropriate access to operational
data.

University Security Controls Catalog, Section AC-2, Account Management, requires
information custodians to document a process for removing the accounts of
individuals who are no longer authorized to have access to information resources.
Custodians must periodically review existing accounts for account management
compliance.

Recommendation

Develop and implement written procedures to deactivate EMS access timely for
terminated users. Implement a process to periodically review EMS user access
reports to ensure user accounts are appropriate.

Management’s Response

Written procedures for the deactivation of EMS account access will be developed
by an associate director and shared with UCEN staff. EMS accounts will be
deactivated immediately upon employee termination. Monthly checks will be
conducted to ensure terminated employee access has been deactivated. Target
date of completion is December 31, 2018.

5. Employee Safety Training Documentation

Completion of employee safety training is not documented. UCEN has
extensive training processes and requirements in place for employees covering
job- and event-specific safety areas. UCEN management has discussed safety
training documentation, but a process has not been formalized. Monitoring for
timely completion of safety training reduces the risk of injury to staff, students,
and patrons of events.

System Regulation 24.01.01, Risk Management Programs, requires members to
identify general workplace hazards and risks, develop programs to reduce risk,
and provide and document safety training to affected personnel prior to risk
exposure.
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Recommendation

Develop and implement a mechanism to document employee completion of
department-required safety training. Include evidence of the job- or event-specific
safety training as part of the documentation. Monitor safety training completion
periodically.

Management’s Response

A database will be created to log and track all staff training to include safety
trainings. Descriptions of the training and the specific benefit to the position will
be included in the database. Reports on completed training will be monitored
quarterly. Target date of completion is December 31, 2018.
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Basis of Review

Objective and Scope

The objective of this audit was to determine if internal controls over the
University Center and Special Events’ operations at Texas A&M University are
effective, efficient, and in compliance with laws, policies, regulations, rules, and
procedures.

The audit focused on contract administration, employee safety training, Event
Management System (EMS), event risk management, financial reporting, physical
access to facilities, rate setting, and revenues/receivables/billing. The audit
period was primarily January 2017 to March 2018. Fieldwork was conducted
from April 2018 to May 2018.

Methodology

Our audit methodology included interviews, observation of processes, review of
documentation, and testing of data using sampling as follows:

e To determine if contracts are approved and contract terms are monitored,
auditors judgmentally selected a nonstatistical sample of two contracts.

o To test user access to EMS, auditors selected the population of 109 users
assigned to UCEN templates.

e To test event risk management procedures, auditors judgmentally selected
a nonstatistical sample of 60 events designed to be representative of the
population.

e To determine if reconciliations for the secondary accounting system
(Microsoft Access) are complete and agreed to FAMIS, auditors
judgmentally selected a nonstatistical sample of two months.

e To determine if management financial reports are complete and agreed to
FAMIS, auditors judgmentally selected a nonstatistical sample of two
months.

e To determine if employees assigned physical keys to UCEN facilities are
current employees, auditors selected the population of 133 employees
from the key listings.
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Texas A&M University: University Center

e To test the accuracy and completeness of revenues and receivables and to
test billing procedures, auditors judgmentally selected a nonstatistical
sample of 60 events designed to be representative of the population.

Criteria
Our audit was based upon standards as set forth in the following:

e Texas A&M University System Policies and Regulations
o Texas A&M University Rules and Procedures
e National Association of College and University Officer’s College and

University Business Administration
e Other sound administrative practices

The audit was conducted in conformance with the Institute of Internal Auditors’
International Standards for the Professional Practice of Internal Auditing.
Additionally, we conducted the audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Audit Team

Amanda Dotson, CPA, CIA, Director
Chesney Cote, CPA, CISA, Manager
Daniel Garland

Darwin Rydl, CPA

Distribution List

Mr. Michael K. Young, President

Dr. Carol A. Fierke, Provost and Executive Vice President

Dr. Jerry R. Strawser, Executive Vice President for Finance and Administration and Chief
Financial Officer

Dr. Daniel J. Pugh, Vice President for Student Affairs

Mr. Tom Reber, Associate Vice President for Student Affairs

Mr. Bill Bielamowicz, Director of University Center and Special Events

Mr. Kevin McGinnis, Chief Compliance Officer

Ms. Margaret Zapalac, Associate Vice President for Risk and Compliance

The Texas A&M University System Internal Audit Department
August 2018 Page 7
Project #20180211



	ADP485.tmp
	TEXAS A&M UNIVERSITY
	College of Liberal Arts –
	Information Technology
	Chief Auditor
	TARLETON STATE UNIVERSITY
	Athletics

	Chief Auditor
	TEXAS A&M UNIVERSITY - KINGSVILLE

	Chief Auditor

	ADP7236.tmp
	TEXAS A&M UNIVERSITY
	College of Liberal Arts –
	Information Technology
	Chief Auditor
	TARLETON STATE UNIVERSITY
	Athletics

	Chief Auditor
	TEXAS A&M UNIVERSITY - KINGSVILLE

	Chief Auditor

	ADP28DF.tmp
	TEXAS A&M UNIVERSITY
	College of Liberal Arts –
	Information Technology
	Chief Auditor
	TARLETON STATE UNIVERSITY
	Athletics

	Chief Auditor
	TEXAS A&M VETERINARY MEDICAL DIAGNOSTIC LABORATORY
	Information Technology

	Chief Auditor
	TEXAS A&M FOREST SERVICE
	Information Technology

	Chief Auditor
	TEXAS A&M UNIVERSITY SYSTEM OFFICES
	Debt Service

	Chief Auditor

	20170208 TAMU College of Liberal Arts - Information Technology.pdf
	Overall Conclusion
	1. College of Liberal Arts – Logical Security
	1a.  College of Liberal Arts - Logical Security – Server Password Controls

	Recommendation
	Management’s Response
	1b.   College of Liberal Arts - Logical Security – Workstation Password
	Controls

	Recommendation
	Management’s Response
	1c. College of Liberal Arts - Logical Security – Anti-virus / Malware Scanning

	Recommendation
	Management’s Response
	1d.   College of Liberal Arts - Logical Security – Server Patch Management

	Recommendation
	Management’s Response
	1e. College of Liberal Arts - Logical Security – Workstation Patch Management

	Recommendation
	Management’s Response
	1f.   College of Liberal Arts – Logical Security – Data Privacy
	1g.   College of Liberal Arts - Logical Security – User Account Management
	Management’s Response

	1h. College of Liberal Arts - Logical Security – Linux Server Operating System

	Recommendation
	Management’s Response
	1i. College of Liberal Arts - Logical Security – Workstation Operating Systems

	Recommendation
	Management’s Response
	1j. College of Liberal Arts – Linux Server Pre-Login Banner

	Recommendation
	Management’s Response
	2. Public Policy Research Institute (PPRI) – Logical Security
	2a.  PPRI – Logical Security – Server Patching

	Recommendation
	Management’s Response
	2b. PPRI – Logical Security – Workstation Patching

	Recommendation
	Management’s Response
	2c. PPRI – Logical Security – Server Password Controls

	Recommendation
	Management’s Response
	2d. PPRI – Logical Security – Anti-virus / Malware Scanning

	Recommendation
	Management’s Response
	2e. PPRI – Logical Security – User Account Management

	Recommendation
	Management’s Response
	2f. PPRI – Data Privacy

	Recommendation
	Management’s Response
	2g. PPRI – Logical Security – Workstation and Server Operating System Versions

	Recommendation
	Management’s Response
	3. PPRI – Risk Assessment

	Recommendation
	Management’s Response
	4. PPRI – Server Room Access

	Recommendation
	Management’s Response
	5. College of Liberal Arts – Data Backup and Recovery

	Recommendation
	Management’s Response
	6. College of Liberal Arts – Environmental and Physical Controls over the
	Server Room

	Recommendation
	Management’s Response
	7. PPRI – Environmental and Physical Controls over the Server Room

	Recommendation
	Management’s Response
	Methodology
	Criteria


	20170106 TAMUS Debt Service.pdf
	Overall Conclusion
	Methodology
	Criteria

	20171101 TFS Information Technology.pdf
	Overall Conclusion
	Logical Security – Unsupported Software

	Recommendation
	Management’s Response
	Methodology
	Criteria


	20172001 TVMDL Information Technology.pdf
	Overall Conclusion
	1. Disaster Recovery Plan

	Recommendation
	Management’s Response
	2. Information Security Risk Assessment

	Recommendation
	Management’s Response
	3. Logical Security – Server Patch Management

	Recommendation
	Management’s Response
	4. Information Security Program and Plan

	Recommendation
	Management’s Response
	TVMDL has received TVMDL Director approval for an updated security plan and has now submitted to the System CIO and System ISO per A&M System Regulation 29.01.03 and will continue to review and update on an annual basis.
	Methodology
	Criteria


	20170403 TSU Athletics.pdf
	Overall Conclusion
	1. Athletics Contract Administration
	Contract administration practices within the Athletics Department require significant improvement to ensure contracts are properly routed and approved.  Three IT-related athletic contracts were not properly routed through the university’s Procurement ...
	1a.   IT Contract Routing and Approval
	Three contracts related to IT systems being used by the Athletics Department were not properly routed through the Procurement and Contracts Office.  These contracts include IT systems for online ticket sales, student medical record management, and the...

	Recommendation
	Management’s Response
	The internal procedure is being revised to provide guidance to all associated employees in an effort to ensure all applicable contracts are routed to IT for review.
	1b.   PCI Compliance
	Noncompliance with these provisions increases the risk that credit card data may not be adequately secured and could result in costly fines and penalties as well as potential liability to the university.

	Recommendation
	Ensure agreements with third-party service providers who have access to or host customer credit card data for the university include an acknowledgement that the service provider is responsible for compliance with PCI DSS and will notify the university...
	Management’s Response

	1c.   Deposit Timeliness
	Funds collected for online ticket sales were not deposited timely in compliance with A&M System deposit requirements.  Receipts from online ticket sales collected by the university’s external vendor were remitted to the university monthly.  As a resul...

	Recommendation
	The Athletics Department and Contract Office should assess the risks related to the current method for receiving ticket sales receipts from the vendor.  For instance, management should consider the potential funds lost if the vendor defaults as well a...
	Management’s Response

	2. University Cash Controls
	2a.   University Cash Handling Training
	Training related to cash controls and requirements is not being completed by university employees that handle cash.  The university does not assign specific training for employees that handle cash including Athletics Department staff involved with tic...
	2b.  University Cash Advances/Working Funds

	Recommendation
	Management’s Response
	Improvements to existing processes have occurred in an effort to increase controls and manage the risk more effectively. Individuals that handle cash were identified utilizing a survey tool and assigned applicable cash handling training through TrainT...
	3. Athletics Affiliation Agreement

	Recommendation
	Management’s Response
	Increased monitoring occurred to ensure the requirements of affiliation agreements are properly managed.
	4. Athletics Data Privacy Training

	Recommendation
	Management’s Response
	FERPA training will be required of all existing and new employees and HIPAA training to all applicable departmental staff. This training has been completed for existing departmental personnel and internal written procedures are being updated.
	5. Athletics NCAA Self-Study – Gender Equity

	Recommendation
	Management’s Response
	6. University Deferred Maintenance

	Recommendation
	Management’s Response
	The university acquired the services of VFA to perform a campus-wide facilities condition assessment over the past several years. Applicable personnel will collaborate to establish a deferred maintenance plan and proforma for the remaining athletic fa...
	7. University Procurement Card Limit Review

	Recommendation
	Management’s Response
	Methodology
	Criteria


	ADP6FB2.tmp
	TEXAS A&M UNIVERSITY –
	CORPUS CHRISTI
	Chief Auditor
	TEXAS A&M UNIVERSITY

	Chief Auditor

	ADPEB5D.tmp
	TEXAS A&M UNIVERSITY
	Chief Auditor
	TEXAS A&M INTERNATIONAL UNIVERSITY

	Chief Auditor

	20170210 TAMU Health and Safety.pdf
	Overall Conclusion
	1. Fire and Life Safety Inspection Deficiencies

	Recommendation
	Management’s Response
	2. Hazard Communication Training

	Recommendation
	Management’s Response
	3. Monitoring Safety of Third-Party Managed Properties on Campus

	Recommendation
	To the extent that the third-party lessee is relied upon to perform safety-related duties for public, private partnership properties on campus, the university should periodically perform onsite inspections or request and review safety reports from the...
	Management’s Response
	4. Laboratory and Shop Safety Inspection Process

	Recommendation
	Management’s Response
	5. Fire and Life Safety Inspection Process

	Recommendation
	Management’s Response
	6. Campus Building Security Access
	Methodology
	Criteria


	20171602 TAMIU Information Technology.pdf
	Overall Conclusion
	1. Logical Security Summary
	1a.   Logical Security – Server Patch Management

	Windows servers are not being patched on a consistent basis. Four of 18 (22%) Windows servers tested had gaps in patching that exceeded 90 days.  The inconsistent patching is due to the lack of processes in place to obtain, test, deploy, and monitor p...
	Recommendation
	Management’s Response
	TAMIU will implement a patch management process to ensure ongoing patch management and monitoring.  Furthermore, TAMIU will implement a semiannual review process on a sample of systems to ensure patches are applied and any exceptions documented.
	1b.   Logical Security – Workstation Patch Management

	Recommendation
	Management’s Response
	1c.   Logical Security – Password Controls

	Recommendation
	Management’s Response
	1d.   Logical Security – Unsupported Microsoft SQL Server Version

	Recommendation
	Management’s Response
	1e.   Logical Security – Unsupported Software

	Recommendation
	Management’s Response
	1f.   Logical Security – Locking Screensavers

	Recommendation
	2. Disaster Recovery Procedures
	2a. Offsite Storage of Data

	Recommendation
	Management’s Response
	2b.  Designated Disaster Recovery Site

	Recommendation
	Management’s Response
	2c.  Disaster Recovery Procedures

	Recommendation
	Management’s Response
	Methodology
	Criteria


	ADP2215.tmp
	TEXAS A&M UNIVERSITY
	Chief Auditor
	TEXAS A&M INTERNATIONAL UNIVERSITY

	Chief Auditor

	ADP2382.tmp
	Overall Conclusion
	A review of A&M System projects for compliance with the THECB’s requirements for development projects and real property acquisitions was performed to fulfill the requirements of the THECB Facilities Audit Protocol. The audit period focused on activity...
	Methodology
	Criteria


	ADP42F4.tmp
	Overall Conclusion
	A review of A&M System projects for compliance with the THECB’s requirements for development projects and real property acquisitions was performed to fulfill the requirements of the THECB Facilities Audit Protocol. The audit period focused on activity...
	Methodology
	Criteria


	ADPBA0C.tmp
	TEXAS A&M UNIVERSITY - KINGSVILLE
	Health and Safety
	Chief Auditor
	TEXAS A&M UNIVERSITY
	Sponsored Research Services

	Chief Auditor
	TEXAS A&M UNIVERSITY

	Chief Auditor

	20180203 TAMU Mays Business School - Information Technology.pdf
	Overall Conclusion
	1. Real Estate Center Logical Security – Server Patch Management

	Recommendation
	Management’s Response
	2.  Mays Business School Disaster Recovery Plan

	Recommendation
	Management’s Response
	Methodology
	Criteria


	20181701 TAMUK Health and Safety.pdf
	Overall Conclusion
	1. Bloodborne Pathogen Training

	Recommendation
	Management’s Response
	2.  Chemical Administration

	Recommendation
	Management’s Response
	3.  Hazard Communication Training

	Recommendation
	Management’s Response
	4.  Student Travel Forms

	Recommendation
	Management’s Response
	Methodology
	Criteria


	ADP1C2C.tmp
	TEXAS A&M ENGINEERING
	EXPERIMENT STATION
	Research Centers and Institutes
	Chief Auditor
	TEXAS A&M UNIVERSITY
	Facilities Conditions

	Chief Auditor
	TEXAS A&M ENGINEERING EXTENSION SERVICE
	Export Controls

	Chief Auditor
	TEXAS A&M UNIVERSITY
	Recreational Sports

	Chief Auditor

	ADP8E25.tmp
	TEXAS A&M ENGINEERING
	EXPERIMENT STATION
	Research Centers and Institutes
	Chief Auditor
	TEXAS A&M UNIVERSITY
	Facilities Conditions

	Chief Auditor
	TEXAS A&M ENGINEERING EXTENSION SERVICE
	Export Controls

	Chief Auditor
	TEXAS A&M UNIVERSITY –
	CORPUS CHRISTI
	University Police Department

	Chief Auditor

	20180201 TAMU Recreational Sports.pdf
	Overall Conclusion
	Youth Safety

	Recommendation
	Management’s Response
	Methodology
	Criteria


	20180202 TAMU Facilities Condition.pdf
	Overall Conclusion
	1. Deferred Maintenance

	Recommendation
	Management’s Response
	2. Facility Assessments

	Recommendation
	Management’s Response
	Methodology
	Criteria


	20181501 TAMUCC University Police Department.pdf
	Overall Conclusion
	1. Evidence Inventory Segregation of Duties

	Recommendation
	Management’s Response
	2. Clery Act Training

	Recommendation
	Management’s Response
	3.  Fixed Asset Management

	Recommendation
	Management’s Response
	Methodology
	Criteria


	ADP576C.tmp
	TEXAS A&M UNIVERSITY -
	COMMERCE
	Information Technology
	Chief Auditor
	TEXAS A&M UNIVERSITY
	Accounts Payable

	Chief Auditor

	ADPF4DF.tmp
	TEXAS A&M UNIVERSITY – COLLEGE OF AGRICULTURE AND LIFE SCIENCES
	Information Technology
	Chief Auditor
	TARLETON STATE UNIVERSITY
	Information Technology

	Chief Auditor
	TEXAS A&M TRANSPORTATION INSTITUTE
	Information Technology

	Chief Auditor
	THE TEXAS A&M UNIVERSITY SYSTEM
	Compliance with Benefits Proportional by Fund Requirements

	Chief Auditor

	20180209 TAMU College of Agriculture and Life Sciences - Information Technology.pdf
	Overall Conclusion
	1. Linux Server Logical Security Summary
	1a.   Logical Security – Linux Server Patch Management

	Recommendation
	Management’s Response
	1b.   Logical Security – Linux Server Password Controls

	Recommendation
	Management’s Response
	1c.   Logical Security – Linux Server Local User Accounts

	Recommendation
	Management’s Response
	1d.   Logical Security – Linux Server Unsupported Operating System

	Recommendation
	Management’s Response
	2. Windows Server Logical Security Summary
	2a.   Logical Security – Windows Server Password Controls
	Management’s Response

	2b. Logical Security – Windows Server Anti-virus Software

	Recommendation
	Management’s Response
	2c.   Logical Security – Windows Server Patch Management
	3. Data Privacy

	Recommendation
	Management’s Response
	 A process of collecting future confidential information scanning and remediation documentation in a central repository will be created and documented.
	 A procedure for mitigating sensitive data will be developed and added to the formal checklist for compliance and communicated to department IT staff.
	Methodology
	Criteria


	20180402 TSU Information Technology.pdf
	Overall Conclusion
	1. Logical Security – Account Lockout Parameters

	Recommendation
	Management’s Response
	2. Department of Information Resources Security Control Standards

	Recommendation
	Management’s Response
	3.  Logical Security – Unsupported Java Versions

	Recommendation
	Management’s Response
	All unsupported versions of Java have been removed.  As of June 1, 2018, processes are in place to prevent this in the future.  A process has been developed to manage exceptions.
	4. Information Security Program

	Recommendation
	Management’s Response
	Methodology
	Criteria


	ADPD999.tmp
	Overall Conclusion
	Logical Security – Workstation Patch Management

	URecommendation
	Management’s Response
	The objective of this audit was to determine if controls are in place to ensure the confidentiality, integrity, and availability of information resources.
	Methodology
	Criteria


	20180102 TAMUS Compliance with Benefits Proportional by Fund Requirements.pdf
	Overall Conclusion
	The Texas A&M University System members generally comply with provisions in Article IX, Section 6.08 of the General Appropriations Act in fiscal years 2015, 2016, and 2017.  The act requires that benefits paid from General Revenue funds be proportiona...
	Methodology
	Criteria

	ADPC291.tmp
	TARELTON STATE UNIVERSITY
	Student Financial Aid
	Chief Auditor
	TEXAS A&M ENGINEERING EXTENSION SERVICE
	Information Technology

	Chief Auditor
	TEXAS A&M UNIVERSITY
	University Center

	Chief Auditor
	WEST TEXAS A&M UNIVERSITY
	Information Technology

	Chief Auditor

	ADPB1C9.tmp
	Overall Conclusion
	1. Account Reconciliations

	URecommendation
	Management’s Response
	2. Cost of Attendance
	2a.   Cost of Attendance Tables

	URecommendation
	Management’s Response
	2b.   Cost of Attendance Budgets
	3. Award Eligibility
	Management’s Response

	4. Required Training

	URecommendation
	Management’s Response
	5. Code of Conduct

	URecommendation
	Management’s Response
	6. FISAP Procedures

	URecommendation
	Management’s Response
	Methodology
	Criteria


	ADP7D44.tmp
	Overall Conclusion
	1. Financial Reporting
	System Regulation 21.01.01, Financial Accounting and Reporting, encourages members to maintain proprietary basis reports of expenses and revenues and a comprehensive balance sheet for the results of auxiliary enterprise operations for management to ut...

	URecommendation
	Further develop financial reports/statements to provide a comprehensive assessment of the department’s financial condition and performance including all UCEN FAMIS accounts.  Prepare financial statements using the accrual basis of accounting and inclu...
	Management’s Response

	2. Operating Reserve Calculation
	University Rule 23.02.02.M1, Reserve Requirements, requires auxiliary departments to maintain a three-month operating reserve on an ongoing basis throughout the fiscal year.
	Develop a template to consistently calculate and document compliance with the university-required operating reserve.  Periodically review and update the operating reserve calculation and compare to actual reserve balances throughout the fiscal year.
	UCEN business staff will develop a proforma to accurately and consistently calculate the university required operating reserve.  The proforma will be run quarterly and checked against actual reserves.  Target date of completion is December 31, 2018.
	3. Physical Access to Facilities
	University Procedure 41.99.99.M0.01, Building Proctor Position, requires the building proctor to coordinate security and access.  Inadequate controls over building keys increase the risk of theft and property damage and limits individual responsibilit...

	URecommendation
	Develop and implement written procedures for timely update of physical key logs in the event of employee termination and change of custody.  Implement a mechanism to ensure key custodian contact information (department name, position title, and custod...
	Management’s Response

	Written procedures will be developed and shared with UCEN staff instructing them on key policy and processing.  All key transactions will be overseen and logged by the facilities coordinator.  The facilities coordinator will conduct quarterly reviews ...
	4. Event Management System (EMS) Access
	University Security Controls Catalog, Section AC-2, Account Management, requires information custodians to document a process for removing the accounts of individuals who are no longer authorized to have access to information resources. Custodians mus...

	URecommendation
	Develop and implement written procedures to deactivate EMS access timely for terminated users.  Implement a process to periodically review EMS user access reports to ensure user accounts are appropriate.
	Management’s Response

	Written procedures for the deactivation of EMS account access will be developed by an associate director and shared with UCEN staff.  EMS accounts will be deactivated immediately upon employee termination.  Monthly checks will be conducted to ensure t...
	5. Employee Safety Training Documentation

	System Regulation 24.01.01, Risk Management Programs, requires members to identify general workplace hazards and risks, develop programs to reduce risk, and provide and document safety training to affected personnel prior to risk exposure.
	URecommendation
	Management’s Response
	A database will be created to log and track all staff training to include safety trainings.  Descriptions of the training and the specific benefit to the position will be included in the database.  Reports on completed training will be monitored quart...
	The audit focused on contract administration, employee safety training, Event Management System (EMS), event risk management, financial reporting, physical access to facilities, rate setting, and revenues/receivables/billing.  The audit period was pri...
	Methodology
	Criteria
	Ms. Margaret Zapalac, Associate Vice President for Risk and Compliance



	ADPD8DD.tmp
	Overall Conclusion
	1. Logical Security – Windows Workstation Patch Management

	URecommendation
	Management’s Response
	2. Logical Security – Windows Workstation Password Controls

	URecommendation
	Management’s Response
	3. Logical Security – Windows Workstation Anti-virus Software

	URecommendation
	Management’s Response

	Determine if controls are in place to ensure the confidentiality, integrity, and availability of information resources.
	Methodology
	Criteria
	Our audit was based upon standards as set forth in the following:
	 Texas A&M University System Policies and Regulations
	 Texas A&M Engineering Extension Service Rules and Procedures
	 Texas Department of Information Resources Security Control Standards Catalog
	 Texas Administrative Code
	 Other sound administrative practices
	The audit was conducted in conformance with the Institute of Internal Auditors’ International Standards for the Professional Practice of Internal Auditing.  Additionally, we conducted the audit in accordance with generally accepted government auditing...


	ADP335D.tmp
	Overall Conclusion
	Methodology
	Criteria


	Report: 


